Cyber Security Fundamentals
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Arming your team for the critical fight against cybercrime

Synopsis

Cyber Security was identified as one of the largest
risks in Local Government, and this program is suited
to all council officers at all levels.

Whether you use mobile devices at work or socially,
travel through airports or visit shopping centres, you
will be surprised at how many cyber threats surround
each one of us.

Course Details

Delivery: Virtual
Structure: Interactive Workshop
Time: 90 minutes
Class Size: TBA

Cost:  Onrequest

Course Topics

e The critical fight against cybercrime - your
organisation and home office

» Legislation

« Simple scam concepts to identify

* Malware awareness

¢ URL's - how to confirm safety

* Email safety

* Website safety

« Social Engineering - staying safe from computer
manipulators

» Phishing

» Information flows - how to share and receive
information safely

« Social media - safety rules

* Physical IT security

» Authentication safety

* Helping IT - the damage that can be done

o 3 party breaches

* Mobile devices.

The Trainer

With over 25 years of
experience in the IT sector,
working in the UK, NZ, and
Australia, Mike is a trusted
specialist provider of Cyber
Security Awareness programs
for Government and private
enterprise.

Mike identified early on how crucial the people-side
of cyber security was, with most IT security issues
caused by a lack of staff knowledge and education.

Mike's training is renowned for being highly engaging
and fun (with the frequent dad-joke thrown in),
ensuring that a key outcome is producing cyber
aware staff who are suspicious, knowledgeable, and
confident, and effectively empowered in the fight
against cyber-crime!

Our training course provides participants with an interactive session that includes group discussions,

case studies, and question and answer sessions. Customisation is available and based on individual

council requirements.
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